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Predicate Logic ( 18132248 )

- — 1 1.2 First Order Logic —

Step 1. Convert it into
first order logic formula.




Outline — This Lecture

« SMT

« Symbolic execution engine



A Quick Recap

void swap(bool& a, bool& b)
{

a
b
a

a ™ b;
b ~ a;
a ™ b;

Wwe want to prove that the program
really swaps the value of a and b.
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A Quick Recap

void swap(bool& a, bool& b) (A1 +» (AOA—=B0) VvV (-A0OA BO))A
{ a=a " b; (Bl(—)BO)/\
b=b"a; =) (A2 & A1)A
a =a”" b;
} (B2 +» (A1 A —=B1)V (mA1 A B1))A
(A3 < (A2 N —B2)V (mA2 A B2))A
( , B3 < B2) —
Prove it to be ( )
a tautotogg (A3 <» BO) A (A0 <+ B3)
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A Quick Recap

void swap(bool& a, bool& b) (A1 < (AOA-B0) VvV (mA0A BO))A
{ a=a" b; (Bl(—)BO)/\
b=b"a; - (A2 < ADA
a =a”" b;
} (B2 ++ (A1 A—=B1)V (mA1 A B1))A
(A3 & (A2 N-B2)V (mA2 A B2))A
g (

B3 < B2)A

Prove Lt to be unsatisfiable
—((A3 < B0) A (A0 < B3))

with SAT solver

U




Predicate Logic

void swap(int& a, int& b)
{

a =a " b;
b =Db " a; ‘
a =a”" b;
}
(

wWe can generate predicate
logie WFF similarly

(VAO)(VA1)(VA2)(VYA3)(VB0)(VB1)(VB2)(VB3)(
(A1 = zor(A0, BO)A
B1 = BOA
A2 = A1A
B2 = zor(Al, B1)
B3 = B2
A3 = zor(A2, B2)
) —

((A3 = B0) A (B3 = A0))



Predicate Logic

void swap(int& a, int& b)
{
a =a " b;
b =Db " a; ‘
a =a”" b;
}
(

Prove Lt to be unsat
with SMT solver

.

(3A0)(3A1)(3A2)(2A43)(3B0)(3B1)(3B2)(3B3)(
(A1 = zor(A0, BO)A
B1 = BOA
A2 = AN
B2 = zor(Al, B1)
B3 = B2
A3 = zor(A2, B2)
A
~((A3 = BO) A (B3 = A0))



Symbolic Execution ( FF5#117 )

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}

-
what if there is “if” in the

coole?




Symbolic Execution

void func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);
}

-
we can generate multiple WFFs for
different execution paths.

\. J




Symbolic Execution ngbot‘éoJ
[ Path True store

void func(int a, int b) { GDV\/StYai«I/\}t 1‘c(a>@)
if(a > 0)
= -b;
elee Tm next oooie
b = 2;
assert(a + b < 1);

¥

Symbolic execution uses the symbols to represent the value of variables.
It maintains 3 things to generate WFF.

- Symbolic store: the value (symbolic expression) for each variable

- Path constraints: the path condition

-  Next code: the next instruction to be executed



Symbolic Execution i [ a=A,p, b=B,,,
True
void func(int a, int b) { i if(a>0)
if(a > Q)
a = -b;
’ a=A.,.» b=B.,,
else e 4
b = 2, Agyn>0
, assert(a + b < 1); 3=-b




Symbolic Execution e
2 True
void func(int a, int b) { if(a>0)

if(a > 9)

a = -b; _ _
a=Agyn, b—me ]

else
b = 2; A, >0

assert(a + b < 1); 3=-b

: 1

a=-B

b=B

sym>? sym

A.,.>0

sym

assert(a+b<1);




Symbolic Execution

void func(int a, int b) {

if(a > 9)
a = -b;
else
b = 2;

assert(a + b < 1);

¥

assert(a+b<1);

l

(A>0)AN(B-—B>1)

f@SAT]




Symbolic Execution

a>o a<=0
True
void func(int a, int b) { i if(a>0) i
if(a > Q)
a = -b;
else ’ a=Asyn> szsym a=Agyn, b=|35ym
b = 2; Asym>@ Asym<=@
assert(a + b < 1); 3=-b b=2
} [
a=-Bgyp, b=BSym
Agyn>0
assert(a+b<1);

l

(A>0)AN(B—-B>1)

[_l/{r}lSAT]




Symbolic Execution

a>o ! a<=0
True
void func(int a, int b) { i if(a>0) i
if(a > 0)
a = -b;
else ’ a=Asyn> szsym a=Agyn, b=|35ym
b = 2; Asym>@ Asym<=@
assert(a + b < 1); 3=-b b=2
} [ [
a=-B,,,, b=B, a=Ag,, b=2
Asym>@ Asym<=@
assert(a+b<1); assert(a+b<l);

l

(A>0)AN(B—-B>1)

[_l/{r}lSAT]




Symbolic Execution

a=A.,, b=B.,, l

a>o ! a<=0
True
void func(int a, int b) { i if(a>0) i
if(a > Q)
a = -b; _ _ _ ~
else a_ASym’ b_BSym a_Asme b_Bsym
b = 2; Asym>@ Asym<=@
assert(a + b < 1); 3=-b b=2
}
! !
a=-B,,,, b=B, a=Ag,, b=2
Agyn>O Ay <=0
assert(a+b<1); assert(a+b<l);
(A>0)A(B=B>1) (A<O)A(A+2>1)

[_l/{r}lSAT] [ s Aﬁ




Symbolic Execution

a=A.,, b=B.,, l

a>o ! a<=0
True
void func(int a, int b) { i if(a>0) i
if(a > Q)
a = -b; _ _ _ ~
else a_ASym’ b_BSym a_Asme b_Bsym
b = 2; Asym>@ Asym<=@
assert(a + b < 1); 3=-b b=2
}
! !
a=-B,,,, b=B, a=Ag,, b=2
Agyn>O Ay <=0
assert(a+b<1); assert(a+b<l);
(A>0)AN(B—B2>1) (A<OANA+2>1)

s R w———n




Example

void func(int a, int b) {
int x =1, y = 0;

if(a !'=0) {
y = 3 + X;
if(b == 0)

X =2%* (a+b);
}

assert(x -y !=0);




void func(int a, int b) {
int x =1, y = 0;

Example 1F(a 12 ) |

y = 3 + X;

g ={arr ay,b— ap} m™=true }

2. int x =1, y =0

! }

g # 0 og={a—ag,b—=apz— 1,y— 0} T=true | a, =0

3. if (a 1= 0)

¥

c og={a— agb—rap,z— 1Ly~ 0} Tm=a,#0 O o={a—ag,b—apr—1,y—=0} 71=a,=0
| 4.y = 3+x 8. assert(x-y != 0)
L 4 Y
i = ( c={a—a,, b= apr—1l,y—4} 7=a, #0 - R
%=01p { - e by o4 Q70| ap#0 [ 1-0=0Aa, =0<= false @ﬁ’j
5. if (b == 0)
L} L J
- c={a—a,b—ap,r—1ly—4} T=0,#0Aa, =0 o g={ar o, b—raprz—lLy—4} Tm=a, #0Nap #0
6. x = 2%(a+b) 8. assert(x-y != 0)

L Y

= ¢ Y, b Y, & 200 + p), 4} m=a, #0Aap =0 :
H [~ lar oubr ap 2 v Aaa on),y o 4) % # 0o [ 1-4=0Aa, #Z0Aap # 0 < false j

8. assert(x-y != 0)

r

[2(% +ap)—4=0Na, #0Aa, =0 (if o, =2MNap =0 ERROR))




[ a=A$m, b=me, c=CSym

All in One E I
in One Example
a = f(b);
void func(int a, int b, int c){ .
2'anf=ibt)); { arF(BSym)’ b=BSym ) C=Csym
int d = £ (3);
if(a !'=d) {
assert (a == c);
return;
} [a=-F(Bsym)J b=Bsym p) C=Csym] [ a='F(Bsym)J b=Bsym ) C=Csym ]
isser‘t (a I = C), -F(Bsym) == Bsym -F(Bsym) I= Bsym
} int d = f(a); assert(a != c);
v v
d (f(Bsym) = Bsym) A (f(Baym) = Caym)

!a=f(55ym), b=By, , ¢=Coyp » d = F(£(Byy))]
1 d

al=d
l -F(Bsym) == Bsym
l | if(a 1= d) i l
a=-F(Bsym)J b=Bsym p) C=Csym , d = -F(-F(Bsym)) a=-F(Bsym): b=Bsym ) C=Csym , d = 'F(-F(Bsym))
-F(Bsym) == Bsym A -F(Bsym) I= -F(-F(Bsym)) -F(Bsym) == Bsym A -F(Bsym) == -F(-F(Bsym))
assert(a == c); assert(a != c);
v v
f(Bsym) = Bsym A (f(Bsym) = f(f(Bsym))) A (f (Bsym) = Csym)

f(Bsym) = Bsym N ~(f(Bsym) = f(f(Bsym))) A ~(f(Bsym) = Csym)



Lazy SMT

void func(int a, int b, int c){
a=f (b);
if(a == b) {
int d = £ (3);
if(a !=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(Bsym) - B-‘s'ymf\
(f(Bsym) = f(f(Bsym)))A
_‘(f(Bsym) = Cﬁym)

pl A —p2 A —p3

DPLL



DPLL

p1 A\ pa2 N\ P33

P1,
P1,
P1,
P1,

P2, D3
P2, D3,
P2, Ps3,
P2, D3

PureLiteral
PurelLiteral

= (
= (
= (PureLiteral
= (

)
)
)
)

PurelLiteral



Lazy SMT

void func(int a, int b, int c){
a=f (b);
if(a == b) {
int d = £ (3);
if(a !=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(Bsym) - B-‘fymf\
(f(Bsym) = f(f(Bsym)))A
_‘(f(Bsym) = Cﬁym)

pl A —p2 A —p3

DPLL

pl=T,p2 = F,p3 =F

.f(Bsym) = Bsymg
f(Bsym) # f(f (Bsym)),
f(Bsym) 7£ Csym



EUF

f(Bsym) — Bsym:
f(Bsym) # f(f(Bsym)),
f(Bsym) # Csym

vl = Bﬁym,'ljl ?é ‘UQ, vl 7£ Csym:
vl = f(Bsym):'UQ .= f(’Ul)



EUF

v]l = Bsym,'ljl f,é ‘U‘Q, vl 7é Csym:
vl = f{Bsyﬂl): V2 = f('Ul)

(om) () @



EUF

[1.11 = Bsym]vl # v2,v1 # Cyym,
vl := f(Bsym),v2 := f(vl)

) @@




EUF

v]l = Bsymavl -‘,é ?.12, vl 75 Csym:
[ vl = Bsym = f('Ul) = f(B-‘*‘ym)T-U]_ p— f(Bsym): 'UQ . — f(’Ul)




EUF

vl = Byymfvl # 02|01 # Coym,
vl := f(Bsym),v2 := f(vl)

r
‘




Lazy SMT

void func(int a, int b, int c){
a=f (b);
if(a == b) {
int d = £ (3);
if(a !=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(Bsym) = Bsym/\ DPLL
(£ (Bsym) = f(f (Bsym)))A pl A—p2 A —p3 pl=T,p2=F,p3=F

_'(f(Bsym) = Cﬁym)

f(Bsym) = Bsym:
f(Bsym) # f(f(Bsym)),
f(Bsym) 7£ Csym

)



Lazy SMT

void func(int a, int b, int c){
a=f (b);
if(a == b) {
int d = f (3a);
if(a !=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(Bsym) - BsymA
(f(Bsym) = F(f(Bsym)))A
_'(f(Bsym) = Csym)

DPLL

f(BSym) = Bsyma
f(Bsym) # f(f(Bsym)),



DPLL
p1 A —p2 A —ps A (—p1 V pa A p3)

0| p1, P2, P3, P1V P2V p3s = (Decide)

p{ || p1, Pz, P3, P1V P2V ps = (Decide)

p1, P2, P3, P1V p2V ps = (UnitProp)

pt pg ps | o1, P2, 3, 1V P2V ps = (Backtrack)

p¢ po || p1, P2, P3, P1V P2V ps = (Backtrack)

p1 || p1, P2, P3, PLV P2V ps = (Fail)



Lazy SMT

void func(int a, int b, int c){
a=f (b);
if(a == b) {
int d = £ (3);
if(a !=4d) {
assert (a == c);
return;
}
}

assert (a != c);

f(Bsym) - B-‘fymf\
(f(Bsym) = f(f(Bsym)))A
_‘(f(Bsym) = Cﬁym)

DPLL
pl A —p2 A —p3

=(pl A =p2 A —p3)

MNSAT]




Thanks & Questions
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